INTRODUCTION
The ubiquity and increasing capacity of mobile devices have ignited many new computing paradigms such as Mobile Computing, Mobile Cloud Computing, Mobile Sensing, Pervasive Computing, Collaborative Computing and so on. Mobile Cloud Computing (MCC) as one of the paradigms which amalgamated Cloud Computing with Mobile Computing was defined by [2] as -the combination of cloud computing, mobile computing and wireless networks to bring rich computational resources to network operators, mobile users and cloud computing providers‖.
MCC inherited different problems from the comprising paradigms. It inherited resource-poverty from Mobile Computing which was solved with Cloud computing.
Meanwhile, Cloud Computing has inherent problems such as security and privacy of user's data that is stored on cloud, intrusion detection, platform reliability, and security threats caused by multiple virtual machines [12] .
In order to mitigate the security and privacy challenges, cryptography has been employed over the years to provide privacy, confidentiality and integrity. Cryptography as one of the major approaches to solving data security issues is defined as the process of encrypting and decrypting data to ensure privacy, confidentiality and integrity. The major feature goals of cryptography are: confidentiality, data integrity, authentication and non-repudiation. These are achieved by using the following cryptography schemes: Encryption, Hash Functions, Message Authentication Codes (MAC) and Digital Signatures. There are three types of Cryptography: Symmetry, Asymmetry and Hybrid [22] . This paper presents a hybrid cryptographic model called ABS comprising Advanced Encryption Standard (AES) Blake2b and Schnorr Signature Scheme which is resource-efficient for better data security in Mobile Cloud Computing (MCC).
A. Mobile Cloud Computing
MCC is an integration of Mobile Computing and Cloud Computing. Mobile Cloud Computing integrates the basic functional architectures of mobile communication using either wireless access point or radio tower (Wi-Fi, 3G, 4G or 5G technologies) to access cloud resources (Servers and Virtual Machines) [7] due to resource limitations of the mobile devices as shown in the Fig. 1 
C. MCC Issues
In Mobile Cloud Computing, the data storage and processing are done in the cloud [15] . The security and privacy of user's data that is stored on cloud is one of the major issues needed to be resolved in MCC [12] because MCC users may store all confidential data in the cloud for either a short or long term usage with little or no control over it while a malicious mind in disguise of a cloud staff may access the confidential data, steal and pass it on to user's competitors [19] . Therefore, the security of the data in the cloud becomes a real issue. Moreover, the user data needs to be protected not only from the outside attackers but also make it inaccessible to the cloud service providers.
D. Cryptography
Reference [6] defined -Cryptography as the science of using mathematics for making plain text information (P) into an unreadable cipher text (C) format called encryption and reconverting that cipher text back to plain text called decryption with the set of Cryptographic Algorithms (E) using encryption keys (k1 and k2) and the decryption algorithm (D) that reverses and produces the original plain text back from the cipher text. This can be interpreted as Cipher text C = E {P, Key} and Plain text C = D {C, Key}‖.
As depicted in Fig. 2 below, the user data and the key undergo series of enciphering through cryptographic algorithms to generate the cipher text called encryption. Likewise, the cipher text and the key are used to generate the original user data through the same cryptographic algorithms called decryption.
E. Cryptographic Schemes
These are the disciplines under cryptography that made the achievement of the goals of Cryptography (Confidentiality, Data Integrity, Authentication, Nonrepudiation, and Access Control) [10] For decryption, an inverse function of each of the transformation is used with the expanded key in reverse order. It generates the ciphertext from the plaintext input providing confidentiality for the data [21] .
2) Blake2b Algorithm: The BLAKE function was designed by a team of four individuals based in Switzerland. Its principal designer was JeanPhilippe Aumasson [4] . It is an iterative algorithm based on the well-known and highly-regarded Hash Iterative Framework (HAIFA) structure [8] . It is used for creating checksum or hash value or digest in order to check for any alteration in the data. Blake2b is one of the fastest hash functions [5] [18] 3) Schnorr Signature Scheme: This algorithm is used for non-repudiation, authentication and verification providing a better integrity. Its security is based on the intractability of certain discrete logarithm problems. It is considered the simplest digital signature scheme to be proveably secure in a random oracle model [20] . The hash value is signed instead of the whole plaintext in order to reduce the running time of the algorithm. The signature has the following steps: Key generation, Signing and Verifying.
II. RELATED WORKS
The researchers developed a scheme for data encryption to protect sensitive data leakage. A hybrid approach of Elliptic Curve Cryptography (ECC) and Blowfish Algorithm for mobile platform was proposed by integrating some modifications in Blowfish encryption/decryption to protect the data from being disclosed. This approach is deficient because the data integrity is not secured. It lacks non-repudiation, privacy and also Blowfish cannot be used for a large data or video [16] .
A mechanism to provide the three security primitivesconfidentiality, integrity, and authentication by combining the cryptographic encryption algorithms (RSA and AES) as the hybrid algorithm, and hash functions was proposed. However, RSA is very slow, the integrity of the data with SHA256 is not efficient without a digital signature. This hybrid lacks authentication because authentication and integrity can be achieved with digital signature while SHA256 is mainly used for creating hash value or digest of the plaintext [1] .
The data security was improved by proposing an architecture that integrates the Cryptographic Algorithms, Advanced Encryption Standard (AES) algorithm and the Hash function, SHA-2 [24] . However, it lacked authentication, access of data, non-repudiation and integrity due to the absence of digital signature.
Reference [22] proposed an approach to securely store the mobile data in cloud using minimal performance degradation. They designed three-tier hybrid approach of MD5, AES and ECC algorithm. In this, encryption was done via MD5 algorithm, then this encrypted data was again encrypted by AES algorithm, and at last further encryption was done by ECC or RSA algorithm. This approach lacked digital signature and MD5 is best used as a hash function other than encryption because of its security vulnerability.
A new hybrid cryptographic algorithm using combination of two symmetric cryptographic techniques and two asymmetric cryptographic techniques was proposed by [9] . This provides three cryptographic goalsintegrity, confidentiality and authentication. It is a hybrid encryption method where Elliptical Curve Cryptography (ECC) and Advanced Encryption Scheme (AES) are combined to provide node encryption. (RSA) Algorithm and (Blowfish) are combined to provide authentication and (MD5) for integrity. This approach is costly due to overhead cost of computation for the mobile devices. Even though, it would provide a hard-to-break security. The overhead cost would be high since RSA and Blowfish have high overhead cost.
A new security protocol was proposed using hybrid cryptographic algorithms of AES, ECC and XOR-DUAL RSA for encryption with MD5 hash function and AES, ECC and XNOR-DUAL RSA for decryption with MD5 hash function [3] . Nonetheless, the execution time of this algorithm is long because the plaintext is encrypted sequentially by both AES and ECC, even though, it has a parallel execution.
III. METHODOLOGY
The hybrid cryptographic model (ABS) includes AES (128 bits key), Blake2b and Schnorr Signature Scheme. Fig. 3 shows the proposed MCC storage architecture where mobile devices run the ABS algorithm and communicate with the cloud data storage via mobile network or WIFI.
Reference [26] suggested a personal data encryption unknown to the cloud service provider in order to ensure a better level of security, privacy and trust for the user. Hence, the encryption of data is done on the mobile device using ABS before uploading to Amazon S3 cloud storage environment and also decryption is done on the mobile device after downloaded from the cloud storage.
The model has two major architectures: encryption and decryption.  Key Generation: The public key and the private key are generated for Schnorr signature.  Secret Key Generation: The user data or plaintext is hashed with Blake2b to generate data hash. The private key is XORRED with the data hash to generate the SECRET KEY for the AES.  Sign the data hash using the generated private key with Schnorr Scheme (SIGNATURE GENERATED).  Generate the round keys by expanding the SECRET KEY.  Add the round keys with user data or plaintext.  Perform the basic AES operations (Substitute bytes, Shift rows, Mix columns, Add random key).  Perform the basic AES operations excluding Mix columns only (CIPHER TEXT GENERATED).  Upload the SIGNATURE GENERATED and CIPHER TEXT GENERATED to the cloud data storage.
B. Decryption Architecture
The ciphertext is downloaded from the cloud storage after a valid verification of the signature uploaded with the particular encrypted file while it terminates if the verification is invalid
The decryption is done on the mobile device after a successful verification and downloading of the encrypted file or cipher text. Fig. 5 shows the architecture for the decryption process of the cryptographic model. The steps include:
 Verifying the signature using Schnorr Verification Scheme with the hash value, public key and the signature generated while encrypting. The results of ABS observed were compared with the selected symmetry algorithms -AES and Blowfish. The metrics used for the comparison are the encryption and decryption execution times, percentage computation overhead and the throughput as shown in tables I -III and illustrated in Fig. 6-11. Fig.5 compared the encryption and decryption execution time of ABS.
The comparison of the execution time for both encryption and decryption of sample data sizes for the selected algorithms was analyzed in table 1 below. The developed ABS performed considerably very close to AES but faster than Blowfish for file size greater than 10MB in terms of encryption and decryption times as shown Fig. 6 and 7 respectively. Perhaps, if AES and ABS are applied to a larger file size, the time difference would be totally negligible. Fig. 6 is the graphical representation of the execution time of ABS showing the encryption and decryption execution times. The time of execution for the encryption and decryption processes of ABS increases with the increasing file size. The encryption-decryption speed ratio ranges from 1.91 to 3.87 approximately. Fig. 7 displays the encryption time comparison of ABS, AES and Blowfish algorithms. ABS performed considerably very close to AES but faster than Blowfish for file size greater than 10MB. Perhaps, if AES and ABS are applied to a larger file size, the time difference would be negligible. The throughput (file size per unit execution time) of each of the algorithms for both encryption and decryption was computed and compared according to the table 2 below. The throughput of the algorithms was calculated using [25] :
where t p is the file size (MB) and e t is the execution time.
As shown in Fig. 9 and 10 for encryption and decryption respectively, ABS has a better throughput than Blowfish at file size greater than 5MB during encryption and also at file size greater than 10MB during decryption while it has a close throughput with AES at large file size during both encryption and decryption. In terms of percentage computation overhead of AES with reference to ABS calculated using:
where %CO is the percentage computation overhead, T a is the execution time for AES and T h is the execution for ABS. Table 3 below shows the analysis and comparison of the percentage computation overhead of AES to ABS and Blowfish to ABS. In Fig. 11 , the optimum results obtained are approximately 2.01% for the encryption process and 0.25% for the decryption process and the computation overhead tended to zero on increasing the file size. Likewise, the percentage computation overhead of Blowfish was calculated by substituting T a in (1) 
V. CONCLUSION
The user data in cloud has been protected with any of symmetry, asymmetry and hybrid cryptographic algorithm to keep it away from an authorized user or theft but the only way to stay confidently secure to aid the full acceptance of MCC is to ensure that users encrypt their data with digital signature before uploading to the cloud. In this paper, a robust and resource-efficient signature based hybrid cryptography of AES, Blake2b and Schnorr signature scheme was proposed as one of the efficient approaches to ensuring confidentiality, integrity, authentication and non-repudiation on resource-poverty devices used in Mobile Cloud Computing.
In the future, the ABS would be compared with other hybrid cryptographic algorithms.
